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Abstract

It will be shown that it is possible to factorize square-free polynomials over finite
fields using Grébner bases and a MAPLE implementation of this method will be
described.
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1 Introduction

Grobner bases show their great adaptability to solve many different problems
in several areas of mathematics, in this occasion we show how they can be
utilized in the factorization of square-free polynomials in one variable over
finite fields.

The factorization of polynomials over finite fields, apart from its intrinsic
mathematical interest, plays a crucial role in many topics of mathematics,
especially in cryptography (enormously fomented since internet’s populariza-
tion), number theory and coding theory.

On the other hand, knowing how to factorize polynomials over finite fields
is very important, because it is the initial point to another algorithms of
polynomial factorization into more complexes rings as: Q[z], Q[z1, ..., x,],

Flxq,...,2,], Q(a)[z], Q(a)[xy,. .., z,] [13].
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In general, factorization methods existing in present time can be classified in
two parts perfectly distinguished: deterministic techniques and probabilistic
techniques.

While deterministic techniques are based on classical algorithms, probabilistic
ones are based on algorithms that use probabilistic methods to obtain the
wished result. Using a deterministic method guarantees that the solution will
always arrive (at least in theory, it may happen that the number of operations
is so high that makes it impossible).

If we use a probabilistic method, the algorithm could fail because the prob-
ability of having a mistake is greater than zero. Certainly, this probability is
always searched to be the smallest, one way to achieve it is running the algo-
rithm several times. This little "trick” reduces the probability of the algorithm
failure [13]. This little "trick” is used when Cantor-Zassenhaus algorithm is
applied [3].

Berlekamp’s algorithm [1], subject of this article, and Niederreiter’s algorithm
[10] are two examples of deterministic techniques of factorization. Cantor-
Zassenhaus [3], Las Vegas type Berlekamp [2], von zur Gathen-Shoup [12]
and Kaltofen-Shoup [7] algorithms are examples of factorization probabilistic
techniques.

The interest of this article is centered on Berlekamp’s algorithm. This algo-
rithm provides the factorization of a square-free polynomial, which is the real
difficulty when a polynomial is factorized.

The use of Grobner bases to factorize polynomials is not novel. In fact, for
bivariate polynomials over finite fields, surprisingly Grébner bases are useful
in practice [11].

The aim of this article is to use Grobner bases to obtain the greatest common
divisors needed to apply Berlekamp’s algorithm, which at last, will provide
the factorization of the polynomial we had in the beginning.

Next, in the second section, Berlekamp’s algorithm is briefly exposed. In the
third section, the theorem that allows to obtain the factorization of a polyno-
mial using Grobner Bases theory is exposed and proved; and in the fourth and
last section, a Maple package which calculates the factorization of a square-
free polynomial in one variable over a finite field using this kind of techniques
is shown.



2 Brief description of Berlekamp’s Algorithm

Let F}, be a finite field of ¢ elements and characteristic p, and a(x) € F, [x]—{0}
of degree n, monic, greater than zero and square free.

( )] € sl [ [v(@)* = [v(2)]}. Then W is

<a(z)>

Lemma 1 [1] Let W = {

[v
an Fy-vector subspace of — ‘E ) whose dimension is the number of irreducible
factors in the factomzatzon of a(x).

Corollary 2 [1] a(x) is irreducible if and only if dimp, W = 1.

Definition 3 Let QQ be the matriz which has as rows (and in this order),
the residues of x°, 27, ..., ™Y modulo a (z). The Matriz Q representing the
Frobenius map is called Berlekamp-Petr matrix.

Theorem 4 [1]

W = {(’Uo,...,Un_l) | (Uo,...,Un_1>' (Q—]) :0}

Theorem 5 [1] Let a(x) be a square free polynomial in Fy[z] and v(x) be a
non-constant polynomaial in W. Then

a(z) = [I GCD(a(z),v(x) — c).

cEly

Berlekamp algorithm [1] consists on:

- Calculating an F-basis for W ({v1(x) = 1, v3(x), ..., ve(x)}).

- Applying Theorem 5, taking v(x) = vo(x).

- If a(x) factorizes in a product of k factors, then the process stops.
If it were not like this, Theorem 5 would be newly applied to each

factor a(z) previously obtained, taking v(x) = v3(z); and so on.

3 Berlekamp with Grobner Bases

Calculating an F,-basis for W is the first point to begin with Berlekamp
algorithm. Thanks to Theorem 4 it is known that solving the following lineal
system



(€1, ey n) - (Q — I) = (0, ..., 0)

is enough to obtain an Fj-basis for W.

From a certain point of view, it could be said that Berlekamp’s algorithm is
the reiterate application of Theorem 5. The biggest difficulty in this result is
calculating all the greatest common divisors.

We can obtain with a Grobner basis the greatest common divisor of n poly-
nomials in one variable, so it seems that there must be a connection between
Grobner bases theory and Theorem 5. Lazard in [9] presents some structural
properties of bivariate Grobner bases, and Czichowski [5], in a similar problem
to the treated here but in a very different context, uses the structure theo-
rem of [9] for the calculation of integrals of rational functions over a field of
characteristic zero. Using ideas of [9] and Theorem 5 we obtain the following
theorem. Some parts can also be obtained from the results of [9].

Theorem 6 Leta(z),v(x) € F, [x], with a(x) monic square-free and deg(a(x)) =
n>1 v) e W I =<a(z),v(r) -2 >C F,[z,2], and G = {Pl(x z) =
Ri(z)-a™ 4+ Py(x,2) = Ra(2)-a™ 4+ ... ,Pm(m 2) = Ry (2)-x -}
be the reduced Grobner basis of I, respect to the lexicographic monomzal order
with x>z. It is supposed that, moreover, G is ordered respect to its principal
terms in ascendant order. Then

(1) Rii1(2)|Ri(2), k=1,...,m—1.

(2) R (z) € F.

(3) Pi(x,z) = Ri(2) and Ry(z) is the radical of Resultant,(a(z),v(z) — z).
Moreover, Resultant,(a(x),v(z) — z) has all its roots in Fy.

(4) Pi(x,z) = Ri(z) - Sk (x,2), k= 1,...,m being Sk (x,z) a monic polyno-
mial respect to its biggest power in x (Sk (x,z) =™ + .-+ ).

(5) If Qr(2),k = 1,...,m — 1, denotes the polynomial defined by Ry(z) =
Qr(2) - Riy1(2), then

a(r) = H ( H Sk+1(2, ).
k=1,...m—1 ¢/Qk(c)=0
PROOF.

(1) Let k € {1,2,...,m—1}, as ny < ng41 and G is the reduced Grobner basis
of the ideal I, then deg(Ry(z)) > deg(Ry+1(2)). There are A(z), B(z)e F,[#]
such that A(z) - Rg(2) + B(2) - Rkt1(2) = GCD(Ry(2), Rkt1(2)).

Let P(x,z) = A(z)-x™+ ™. P(x, 2)+B(2) Pey1(x, 2) = GCD(RE(2), Rkt1(2))-
™t 4 ... Since P(z,z) € I, then P(x,z) —¢ 0. The principal term of



P(z,z) is GCD(Ry(2), Rg41(2)) - ™+ and it can only be divisible by the
principal term of Py (z, z). Then, it is verified that GCD(Ry(2), Ri41(2)) =
Ri+1(2), and so Ryy1(2)|Ri(z) for any k, k € {1,2,...,m — 1}.

(2) Since a(x) —¢ 0 and the principal term of a(x) is 2", then R,,(z) must
be constant.

(3) I is an ideal zero-dimensional and it is radical since a(x) is square free
and v(z) — z is linear in z [8]. Taking the order of G and the Elimination
Theorem [4] into account, we can conclude that Pi(z,z) = Ri(z) and [} =<
Ry(z) >, where I, = I N F,[z]. Resultant,(a(x),v(z) — 2z) € I N F,[z] and so
R1(2)|Resultant, (a(x),v(x) — 2).

Let z1,. .., z, be the n different roots of a(z) (possibly in the algebraic closure

of F,). Since v(z) € W, i. e., vi(x) = v(x) mod a(zx) then v(x;) € F, i €
{1,...,n}, and so Resultant,(a(x),v(x) —z) = [l (v(z;) — 2) [6] has all its
=1

roots in Fj.

(4) We will check that Py(z,2) = R(2) - Sk(x, z) for k =1,...,m.
This result will be proved by induction.

For k=1, Pi(z,2) = Ri(z) - Si(z, 2), being Sy (z,z) =1 (see 3).

It is supposed that the result is true for k. Let Qi(z) € F,[z] such that
Ri(2) = Qi(z) - Riga(2).

It is defined
P(z,2) = Q(2) - Peyr(z,2) —a™ 17 . P(x,z) € 1

P(x,z) —¢ 0, and even more, P(z,2) —p,,..p 0

Then
Qk(z) ’ PkJrl(x:Z) = _12: kci(xa Z) ) P(l’, Z)
Peni(e2) =| G5 |- T al@2)| 283
N—_—— ————
Riia(2) Ri(z)|Ri(z) i=1,....k—1

and so Ryy1(2)|Pis1(z, 2).

(5) Let k € {1,...,m — 1},c € F, such that Qi(c) = 0. We will check first
that Sgi1(z,¢) = GCD(a(z),v(x) — c).



Let j > k, it is defined
P(x,z) =Qj(2) - Pjsi(x,z) — ™+ - Pj(x,2) —¢ 0
Then

QJ(Z) ’ Pj+1<x7z) = > Ci(xvz) ’ Pj(mvz)7
evaluated in c¢ is

Pj+1(:L‘,C) = 2 Ci(.xf) - Py(, c)

And so it can be concluded that

Pii(x,0)|Pj(z,c), je{k+1,...,m—1}.
Therefore

Pia(z,¢) = GOD({Pj(x, ¢)}jly ),
or if a monic polynomial is chosen

Skr1(, ¢) = GOD({F;(x, ¢)}jlypa)-

As {Pi(z,2),...,Py(x, z)} is a Grobner basis of I =< a(x),v(x) — 2z >, it is
verified that

< Pi(z,¢),...,Pu(z,c) >=<a(z),v(r) — c >.
This fact, together with Theorem 5, provides the searched result. O
After this theoretical development, we need to explain the power of this result
with an example.

Example 7 Factorize the square-free polynomial a(x) = x* + 2 € Zs|x].

Note: Take into account that we are working in the quotient ring <i3(£:$)]>7 which

is also an Fy-vector space with basis {1,z,2% x3}; and that is why we will
indistinctly talk about vector (a,b,c,d) or polynomial a + bx + cx? + dx®.



Berlekamp-Petr Matriz

Monomial Residue modulo a(x)

20 (1,0,0,0)
o (0,0,0,1)
2 (0,0, 1,0)
20 (0,1,0,0)
1000
o 0001
0010
0100

A Zs-basis for W is {(1,0,0,0),(0,0,1,0),(0,1,0,1)}, and so the number of
irreducible factors in which a(x) is discomposed is 3.

Theorem 6 is applied to vector (0,0,1,0) = z2.
So ideal I is
I=<a*+22%—2>.

The reduced Grobner basis of I respect to the lexicographic monomial order,
with © > 2, 18

G={2+2%2*—z}.
So
Pi(z) =2+ 2% = Ry(2)

Py(x,z)=2*—z

a(x)= TI  ( I Skulze))= T Saz,c)=

k=1,...,2—1 ¢/Qk(c)=0 c/c24+2=0



= Sy(z,1) - So(x,2) = (2® — 1) - (22 — 2)

As it discomposes just in two factors (and it must be three), we have to go on
applying Theorem 6. To do it, we take the next element of the base and one
of the factors.

Theorem 6 is applied to vector (0,1,0,1) = z + z3and to the first factor.
Ideal I is now
I=<z?—1,242—2>

The reduced Grobner basis of I respect to the lexicographic monomial order,
with © > 2, 18

G={*+2,2+z}

And so
P(z,2)=22+2=(2—-1)- (2 —2) = Ry(2)
Py(z,z)=x+ 2
Ry(z) =1
So(x,z) =2+ 2
Then

2?2 — 1= Sy(z,2) - So(z,1) = (x +2) - (x + 1)

We can summarize all the process in the following diagram:



4 Maple program

Once a theoretical result with a clearly practical implication has been proven,
it results nice to apply it to concrete cases.

The version with Grobner Bases of the Berlekamp’ s algorithm, which is de-
duced from the theorem exposed in this article has been developed in five
functions in Maple 9.5. The Maple code is given below and it is also available
in http://web.usc.es/ “mladra. To run this code right, Andreas Pirklbauer‘s
package GB must be loaded before. This package is in the Share Library and
performs the Grobner basis computation over a finite field.

A pair of examples of utilization of this functions package are shown.

Example 8 To calculate the factorization of x* + 2 € Zs[z], it should be
written:

> GBerlekamp (z"4+2,z,3, alpha, alpha);
{242, 22+ 1, 1+a}

Example 9 To calculate the factorization of (1 + o+ o) + axr + (1 + a? +

a3+ (1+a+ o)zt +2° € % = Fig, it should be written:

> GBerlekamp (1+alpha+alpha 3+alpha*z+(1+alpha 2+alpha”3) %z "3+

> (1+alpha+alpha~3)*z"4+z"5,x,2,alpha"4+alpha+l,alpha);
{P+1+ (P +a)e+2*+ 22 (P +a+1), a® +1+ (& + a?)x + 2%}

Maple code
GBerlekamp:=proc(apoly,var,p::prime,irredpoly,alpha)

# This function returns the factorization of a monic squarefree polynomial
local GB_apolydeg,GB_card::integer, GB_W ,proceslist,aux,icont,hcont,dimW::integer,
blnContinue,cardproceslist::integer,domloop, apolycan,irredpolycan;
apolycan:=CanonicalForm (apoly,irredpoly,alpha,p);
irredpolycan:=Normal(irredpoly) mod p;

proceslist:={apolycan};



blnContinue:=true;
GB_apolydeg:=degree(apoly,var);
GB_card:=p~degree(irredpoly,alpha);
# We calculate a basis for W.
GB_W:= WBasis(apolycan,var,GB_apolydeg,p,GB_card,irredpolycan,alpha);
GB_W:=evalm([seq(var "icont,icont=0..GB_apolydeg-1)] &* GB_W);
GB_W:=convert(GB_W set);
dimW:=nops(GB_W);
if dimW > 1 then
for hcont in GB_W|2..-1] while blnContinue
do
domloop:=proceslist;
for icont in domloop while blnContinue
do
aux:=GroebnerKernel(icont,hcont,var,p,irredpolycan,alpha);
if nops(aux) > 1 then
proceslist:=proceslist union {op(aux)};
proceslist:=proceslist minus {icont};
fi;
if dimW=nops(proceslist) then

blnContinue:=false;

end do;

end do;

10



return(proceslist);
end proc;
BerlekampPetrMatrix:=proc(apoly,var,apolydeg,p,cardfinitefield,irredpoly,alpha)
# This function returns Berlekamp-Petr Matrix
local mat::list,apolydegml::integer,aux,icont::integer,jcont::integer;
mat:=array(1..apolydeg,1..apolydeg);
apolydegml1:=apolydeg-1;
for icont from 0 to apolydegml
do
aux:=Rem (var” (icont*cardfinitefield),apoly,var) mod p;
aux:=CanonicalForm (aux,irredpoly,alpha,p);
for jcont from 0 to apolydegml
do
mat|icont+1,jcont+1):=coeff (aux,var,jcont);
end do;
end do;
return evalm(mat);
end proc;
W Basis:=proc(apoly,var,apolydeg,p,cardfinitefield,irredpoly,alpha)
# This procedure obtains a basis for W #
local sysmat,tagvars,syspoly,indepvars,aux::integer,hbasis,icont::integer,
jeont::integer,scont::integer,tcont::integer,equats,remvars,dimKer::integer;
tagvars:=[seq(tagvar[icont|,icont=1..apolydeg)];
indepvars:=[];

# System Matrix to Solve #

11



sysmat:=evalm(BerlekampPetrMatrix(apoly,var,apolydeg,p,cardfinitefield,
irredpoly,alpha)-array (identity,1..apolydeg,1..apolydeg));
syspoly:=evalm(tagvars&*sysmat);
syspoly:=GB(convert(syspoly,set) union {irredpoly},
[op(tagvars),alpha],plex) mod p;
syspoly:=convert(syspoly,set) minus {irredpoly};
# Calculus of independent variables #
for icont in tagvars
do
aux:=nops(select(has,syspoly,icont));
if aux<>1 then
# Independent variable found #
indepvars:=[op(indepvars),icont];
fi;
end do;
dimKer:=apolydeg-nops(syspoly);
if nops(indepvars) < dimKer then
remvars:=convert(tagvars,set) minus convert(indepvars,set);

for icont in remvars while nops(indepvars) < dimKer

do
aux:=select(has,syspoly,icont);
if nops(indets(aux[1]) minus {alpha})-\

nops(indets(aux[1]) intersect convert(indepvars,set)) >1

then

# Independent variable found #

12



indepvars:=[op(indepvars),icont|;
fi;
end do;
fi;
hbasis:=array(1..apolydeg,1..nops(indepvars));
scont:=0;
for icont in indepvars
do
scont:=scont+1;
equats:=map(x->if x=icont then x=1 else x=0 fi,indepvars);
aux:=subs(equats,syspoly);
tcont:=0;
for jcont in tagvars
do
tcont:=tcont+1;
if member(jcont,indepvars) then
if jcont=icont then
hbasis[tcont,scont]:=1;
else
hbasis[tcont,scont]:=0;
fi;
else
hbasis[tcont,scont]:=CanonicalForm(op(2,solve(

{select( has,aux,jcont)[1]=0},jcont)[1]),irredpoly, alpha, p);

13



end do;
end do;
return(hbasis);
end proc;
GroebnerKernel:=proc(apoly,hbasispoly,var,p,irredpoly,alpha)
# This procedure calculates the factorization of a monic squarefree
# polynomial.
local factorslist, GB_varz,Rk,Rkp1,GB_G,indset,icont::integer,Qroots,Pkp1,aux;
factorslist:=[[;
GB_G:=GB({apoly,hbasispoly-GB_varz,irredpoly},
[var,GB_varz,alpha],plex) mod p;
GB_G:=convert(GB_G,set);
GB_G:=GB_G minus {irredpoly};
indset:=map(t->degree(t,var),GB_G);
# Resultant of apoly and hbasispoly-GB_varz #
Rk:=select(t->if degree(t,var)=0 then true else false fi, GB_G)[1];
# We delete zero in indset #
indset:=indset[2..-1];
# GB does not return ordered polynomials by their degree in var #
for icont in indset
do
Pkpl:=select(t->if degree(t,var)=icont then true else false fi, GB_G)[1];
Rkpl:=coeff(Pkpl,var,icont);
Pkpl:=Quo(Pkp1,Rkpl,var) mod p;

aux:=Quo(Rk,Rkpl,GB_varz) mod p;

14



aux:=subs(alpha=RootOf (irredpoly),aux);
if degree(irredpoly,alpha)=1 then
Qroots:=Roots(aux) mod p;
else
Qroots:=Roots(aux,RootOf (irredpoly)) mod p;
Qroots:=subs(RootOf (irredpoly)=alpha,Qroots);
fi;
factorslist:=|op(map(t->CanonicalForm(subs(GB_varz=t[1],
Pkpl),irredpoly,alpha,p),Qroots)), op(factorslist)];
Rk:=Rkp1;
end do;
return(factorslist);
end proc;
CanonicalForm:=proc(expr,irredpoly,alpha,p)
# This procedure calculates the canonical form of expr in a finite field #
local aux;
if degree(irredpoly,alpha)>1 then
aux:=subs(alpha=RootOf (irredpoly),expr);
aux:=Normal(aux) mod p;
aux:=subs(RootOf (irredpoly)=alpha,aux);
else
aux:=Normal(expr) mod p;
end if;
return(aux);

end proc;
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